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Hospitality Management Systems

Purpose of document

In certain cases Micros-Fidelio will return the responsibility of maintaining user passwords, including the
passwords, necessary for providing Support, back to the customer.

This may be necessary to comply with Payment Card Industry Data Security Standard (PCI-DSS) and
MICROS-Fidelio Support rules.

In this paper you find the documentation how to change the passwords, if necessary.

HMS 9700 Application Password
(The below procedures will also change the access password for
the reporting tool of HMS 9700)

Changing the password at expiration

® Expiration warning appears, x days before

Password Update Ed

\?/ Your Passward will expire in 1 days, \Waould wou like to change it now?

® |f you press No, the message will disappear and will ask you again next time opening a backoffice application.
® |f you press Yes, the change password screen will appear

IF:;F'liham_:n‘: Password EE

Ixxxxxxxx

Current Paszword:

Ixxxxxxxxxxxxxx

Mew Pazswaord:

Ixxxxxxxxxxxxx>1

Confirm Mew Password:

= Accept # Cancel

Insert your current password in "Current Password” and insert your new password into the next field and

confirm it once.

® |f the password has been changed successfully, the following window will appear.

L]
\_I:) Successfully changed the password!

® Following error messages or similar may appear if the password change was not successful.
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Password Update [ x|

Q Failed ko confirm the new password! Please enter the new password,

Password Update [ X|

@ Failed ko change the password! MNew Password rust be different from your last 4 passwords.,

® |f so, please press OK and try it again.

Set new password

® EMC configuration

Open Enterprise Management Console (EMC), select Employee Maintenance.

Configurator |

m Personnel @ Menu ltems % System Hardware Reporing

| Employees | Maintenance Device Table Report Configuration

Cashiers Recipe Links Interfaces Tracking Groups

Jdoh Codes Bar Codes International LDS Workstation Autosequences
Time Clock Schedules Credit Card Drivers FC Autozequences

Access Levels Location Descriptors Events

R Access Levels

Search for all or for the employee you want to change, double click on the entry you want to change and get
into the detail configuration.

Configuratar Employee Maintenance |

Contral Panel, Contral
Demo, User Check Mame |ahuebscher

Might it
Systemsmanagsr
e vwaiter [1s] [aa

[Sert By Class =l General | Job Codes | Miscellancous |
— F&EB Manager Employes [ I inTraining
Finance
- head waiter Last MNarne [Erema
= Mieros First Mame [oser

Identification

Payrall 1D I
Intermationsl LDS 10 [
PC Functions 1D [Faea

Late Clock In Grace O

Privileges/Security

Employee Class [Ta5 - Micras =1 _a|
Curent BvC [1 - Restaurant In =1
Lewvel =

Group |

User Mame Judemd

Change Password_ |
Ly

Language [0 - English (Urited States) ~1

Press the button “Password” and the password change dialogue will open.
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'!:f'l:hal'lge Password EH

Current Password: I

Mew Pagsward: Il

Confirm Mew Pazsward: L\‘s I

= Accept X Cancel

® Type in the new password and confirm the new password. Please note this is only a password which is valid
for the next logon, where the employee is forced to change the password.

Changing the password manually

® EMC configuration

Open Enterprise Management Console (EMC), select Edit and Change Password.

! File [Edit | View ‘Window Help
?j 1< Undo
Mena | & Cut il
Copy
ODU Ey paste

@ Conx Delete
@ Aud|
@ Nef
lys-r M First Record

@ Cof 4 Frevious Record
@ Won p fext Record

@ Soff
@ CC

b# Insert... Ins

M Last Record

@ KDY @y Find... ChrF
lRED v Gota... Ctrl+G
@ Cre Opkions...

:Edi:ﬂ Change Password 1

? Traq%@ Go To Previous

Security Guidelines

® Each employee with the access to the MICROS applications, should have its own user name and password;
Passwords should never been shared.

® |n PCI-DSS* compliant systems, passwords have to be changed, at least every 90 days.
For not PCI-DSS* compliant system it is recommended as well.

® The passwords must meet strong password rules.
® Maintaining Micros Support user password:

® There should be a support user in the MICROS HMS 9700 System, to ensure the support from MICROS-
FIDELIO on 2™ and 3" level support.
This password of the support user needs to be changed whenever the password has been given to an
authorized MICROS-FIDELIO support agent and the agent has finished working on the system.

Access level of Micros Support user:

® Micros Support user should always have access to the whole system and all functions on an administrator
level.
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Database Passwords

Premise
® HMS 9700 supports 2 different database types: Microsoft SQL Server and Oracle. The change of the
passwords are different and therefore there is a section for each database type which describes how the DB

user passwords can be changed.

® After changing the DB user passwords it is necessary to change the connection parameters for the HMS 9700

application.

® Before any database passwords can be changed, all existing connections to the database must be
disconnected. Therefore all Micros HMS 9700 related service must be stopped. Please open the Command

Line and type

AW INDOWS! system32h cmd.exe

Microsoft Windows [Uersion 5.2_37901
(G» Copyright 1285-2803 Microsoft Corp.

E:~MICROSSLES-~POS~ 2780 *micros ops down y_

o | C WINDOWS system32h cmd.exe

Microsoft Windows [Uersion 5.2.37981
C(C)» Copyright 1985-2882 Microsoft Corp.

E:~MICROS-LES“POS~27AA>micros ops down y
E:*~MICROS“LES“POS~ 2780 *micros dbs down y_

SAWINDOWSh system3 2 cmd.exe

Microsoft Windows [Uersion 5.2.37981
(C) Copyright 1985-2003 Microsoft Covrp.

E :*MICROS~LES~POS~2788>micros ops down vy

E :“MICROS~LES~POS~2788>micros dhs down vy
E :~MICROSLES~POS~27A8>micros stop y_

o | Command Prompt !El E

Microsoft Windows [Uersion 5.2.37981
CC» Copyright 1985-2883 Microsoft Corp.

D:~MICROSNLESSPOS-2788>micros kill all w»_
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Microsoft SQL Server Database Passwords

If you are using Oracle, please go to page 7
Changing the database password (1% step for Microsoft MS-SQL):
1. Open the "SQL Server Enterprise Manager". This is usually under "Start"-->"Programs"-->"Microsoft
SQL Server".
2. Login with the user sa and the appropriate credentials.

3. Navigate to the "Logins" object under the "Security" folder on the SQL Server you wish to administer.
Then, right click on the 'sa’ account and select "Properties”.

’fy\\ Microsoft SQL Server Management Studio

File Edit Yiew Tools Window Community He

i.‘-:‘J_'ueruery ij ‘ 'n'."fd ) % | Eg | B3 a9 at

Object Explorer
Connect~ | &3 m Y [2]

SRR} -MERICAD7 (SQ
[ Databases
[= [ Security

=[x Logins
A AMERICAO7\Administrator
m AMERICADZ\SQLServer200SMSFTEUs
g AMERICADZ\SQLServer200SMSSQLUS
M5 AMERICAO7\SQLServer20055QLAgen
) BUILTIN\Administrators
A microsdb
(_& MT AUTHORITY{SYSTEM

A sa

4. Now, enter a new password in the "Password" field under the "General" options.

E- Login Properties - sa !lil
Selectapage 25 Script - m Help

2 Gereral

% Server Roles . .

2 User Mapping Login name: IE ﬂl
& Status ) windows authentication

% SOl Server authentication

Pazzwmord: Io.-oo--o.-oo--o

LCanfirm paszward: I...............

Please repeat these steps for these MICROS HMS 9700 related users.
e sa
e microsdb
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Oracle Database Passwords
If you are using Microsoft SQL Server, please proceed with page 6

Changing the database password (1 step for Oracle):

To change the Password, we need to alter the database for all HMS 9700 related database users existing.
(SYS/system/MICROSDB/Location_Activity DB/Portal/Core/RTA)

- connect to sqglplus as sysdba

W WINDDWS  system32' cnd.exe - sqlplus sys as sysdba

D:worvaclesproducts18.2  @~db_1~BIN>sgqlplus =yz as szysdha

S4L=*Plus: Releasze 18.2.8.3.8 — Production on Fri Oct 15 17:47:19 2818
Copyright {(c> 1982, 2006, Oracle. All Rights Reserved.

Enter passwopd:

Connected to:

Oracle Database 18y Enterprisze Edition Releasze 1A.2_A.3.8 - Production
With the Partitioning. OLAP and Data Mining options

SQL>

IPlease be absolute sure that by now ALL Database connections have been stopped, please
check the premise above!

Run alter command (password equals here XXXX and has to be modified; numbers are mandatory in password,
but it is not permitted to start a password with numbers)

System users below:

SYS
SQL> alter user sys identified by XXXX;

SYSTEM
SQL> alter user sys identified by XXXX;

Please alter the password for all db users used in the HMS 9700 connection strings.
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Changing the database connection parameters for the HMS 9700 application (2™ step):

® Open the “Password Change 1.0.X.exe” utility which reads and encrypts the password for the HMS 9700
application.

® Choose your MICROS 9700 Installation Location-Drive

® After the utility opened, please change the password in the db_configuration.xml

i db_configuration.xml - Notepad

File Edit Format View Help

<Xm ] =
<DbhType=sqlserver<,/DbhTypes
<!--oracle¥ «=DbType=oraclellg</DbType= Oraclef--=
<DbServer>TEST-SERVER<,/DbhServer:s
<Dhlser=s3< /Dhisar:
<DbDatabaseName>LOCATION_ACTIVITY_DB</DbDatabaseNames
<! --0racle% <=DbDatabaseName>fDBSID<,/DbDatabaseName: oraclef--=
<0rganizationid=200</0rganizationIds=
<LocationIds=1l</LocationId:>
<ReportsDirectory=D: "MICROS \LES"PO5 9700 WebReports«</Reportshiractorys
<DhConnactionTimeout=0</DhConnaectionTimeout:
<DbSecondaryDatabase TaG="CORE">COREDB<,/DbSecondaryDatabases
<DhSecondarybatabase TAG="PORTAL">PORTALDB<,/DhSecondarybatabases=
<OrgLevelId=202</0rgLevelId=
<smartConnectserver UserNames=
</%xml=

Password=""=</SmartConnectservers

® Set the DbPassword (“XXXXX”) to your new sa Password
® Please save the db_configuration.xml an close this Notepad

® After the utility opened, please change the password in the DatabaseConfig.xml

3 DatabaseConfig.xml - Hotepad

<xm] =
=Type=sqlserver</Types
=Sarver=9700-pm=/5erver:s
<User}micrgiﬂE<fUSEr}
<Passward /Password:
<DatabaseName>MCRSPOS</DatabaseName=
I{C$nnectiDﬂTimeuut}EG{ECDnnectﬁDﬂTﬁmeuut}
</ wm] =

® Set the Password (“XXXXX”) to your new microsdb Password
® Please save the DatabaseConfig.xml an close this Notepad

® Exit the Password-Change Tool with Finish
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Changing the database connection parameters for the NetVupoing Reporting (3rd step):

® Micros Portal Service

® [ocate the following file and open the file with notepad.

<drive> :\Micros\NetVuPoint\MyMicrosV4

1. The microsConfig.properties contains the passwords which are used to build the
connection to the database.

2. Please check the user name for the

- db.user= ->This is the user for the db.password entry

3. Note the usernames for both users and create encrypted user passwords following the
below steps:

4. the sa password is already encrypted (db.password). To encrypt the new password you
have to follow these steps:

e Open cmd shell (Start -> Run -> cmd [Enter])

e Go to folder <drive>:\Micros\NetVupoint\MyMicrosV4

o Enter the following command java -cp ConfigClient.jar
com.micros.config.common.CE XXXXXXXXX (please replace the
XXXXXX with the password for the above users

e Note down the encrypted password hash

5. Now insert the new encrypted password for the db.user at the line db.password and
for the db.user at the line db.password, please see example below

## DE Authentication
# Default user name
# [default] db.user=sa

# Default encrypted password
# NOTE: To determine the encrypted value for a password, use the utility embedded bin/ConfigClient.jar with the

# following command line: java -cp bin/ConfigClient.jar com.micros.config.comwon.CE password
# [default] db.password=LQ Ere Il |
db.pagaword= 00 L0l | d

After all changes have been made, please reboot the server and verify after the restart the
following:

e EMC Access works

e Micros workstations operate online and posted revenue appears in the NetVupoint
reporting

e Verify you the login into NetVuPoint works.

HMS 9700 Password Management Guide
-9-



Password Management Guide

Security Guidelines

® Normal user should have no access to the database, but the passwords needs to be maintained.

® |n PCI-DSS* compliant systems, password for DBA and Micros user have to be changed before first use.
For non PCI-DSS* compliant systems it is still recommended to change the default passwords.

® |tis recommended, to keep all the passwords secure, but available on request (Responsibility of the manager).

Maintaining Micros Support user password:

® To ensure the support form MICROS-FIDELIO, the passwords of the DBA and the Micros users should be
available to hand out to the support representative if necessary.
The password of the database user needs to be changed whenever the password has been given to an
authorized MICROS-FIDELIO support agent and the agent has finished working on the system.

Access level of Micros Support agent, if database access is required:

® 1% |evel support requires no database password.
® 2" |evel support may require the Micros user password.

® 3" evel support may require the DBA user password.

Changing Microsoft Windows OS Account Passwords

Domain Accounts:

® On the domain controller use the User Maintenance Tool to change the password. In programs which use the
password, such as Backup Exec, amend the configuration with the new password.

Local Accounts:

® Use the Local Users section of the Computer Management Tool to amend the password. In programs which
use the password, such as Backup Exec, amend the configuration with the new password.
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Copyright & Legal Information

© 2010 Micros-Fidelio GmbH. This document is published by Micros-Fidelio GmbH,
Europadamm 2-6, 41460 Neuss, Germany. All rights reserved. No part of this publication
may be reproduced, photocopied, stored on a retrieval system, or transmitted without the
express prior written consent of the publisher. MICROS-Fidelio GmbH retains the right to
update or change the contents of this document without prior notice. MICROS-Fidelio GmbH
assumes no responsibility for the contents of this document. Any unauthorized use,

distribution or reproduction of this document, in full or in part, is expressly prohibited.
Legal Notice

This document is provided on an 'as is' basis only and MICROS-Fidelio GmbH makes no
warranty or representation (whether express or implied) of any kind with regard to this
material, including but not limited to the implied warranties of accuracy, reliability,

marketability or fitness for a particular purpose. Further, MICROS-Fidelio does not warrant
or represent that any of the information contained herein will satisfy the requirements of the
Payment Card Industry Data Security Standards. In no event shall Micros-Fidelio be liable
for any errors or omissions contained herein and MICROS-Fidelio is not responsible for and
accepts no liability whatsoever for any direct, indirect or consequential loss or damages
arising from or connected with the furnishing, performance or the use of this information.

About MICROS-Fidelio

Serving the hospitality and speciality retail industries, we are the
world’s leading developer of enterprise applications. Our global
presence and local support have helped us build a long list

of references — hotels, restaurants, conference centres, retail,
stadiums, theme parks, casinos and cruise ships. We maintain
an intense dialogue with colleagues throughout these industries.
The result is a wide range of integrated software, hardware and

business technology solutions and services. These help to optimise
your operation and increase profits by providing your guests with
a personalised service.

MICROS-FIDELIO GmbH

Europadamm 2-6

41460 Neuss

Germany

Phone: +49-(0)2131-137 0
Fax: +49-(0)2131-137 777

www.micros-fidelio.eu

micros® and micros-fidelio® are registered trademarks of MICROS Systems, Inc. Certain product and company names appearing here may
be the trademarks or service marks owned and/or registered by third parties. All other product and brand names are the property of their
respective owners.

© Copyright 2010 MICROS Systems, Inc. All rights reserved.




