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VAN APRIVAPAY'

Introduction

This User Guide describes the functionality available in the AprivaPay application. Included with this
software is access to the Apriva® BackOffice™, a secure, Web-based application enabling users to view
reports and manage point-of-sale activities. As a user, it is your responsibility to assign and safequard
operator passwords and security roles to maintain the security of AprivaPay and BackOffice.

Apriva applications benefit merchants in a range of markets including:
* Retail and Point of Sale

* Commercial Sales and Service

* Field Service

* In-Home Sales and Service

* Taxi and Transportation Service
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VAN APRIVAPAY'

Getting Logged In

After you have successfully activated your account, you will be required to:

* Create a Personal Identification Number (PIN) for AprivaPay. NOTE: you will be required to enter your
PIN each time you begin a new AprivaPay session.
* Accept the End User Licence Agreement

Create a PIN

W Bf@Q 11:06 Am W B @Q 11:06 Am

Create a PIN

Please enter a new PIN.

The pin must be at least 4 digits in length. @ sSuccess

Activation complete.

Clear Done

Type your new PIN in the PIN box and Tap OK.
Confirm PIN box, and then tap Done.

Accept EULA

[¢]6] 'R, 5 B @ 10:20am [¢]&] @, B @ 10:21am

/A APRIVA /A APRIVA

Please Agree to the End User License the U.S. Government acquires this commercial

Agreement before continuing. computer software and/or commercial
computer software documentation subject to

L Read EULA ‘ the terms of this Agreement as specified in
DFARS 227.7202-3, Rights in Commercial
Computer Software or Commercial Computer
Software Documentation. If acquired by or on
behalf of any civilian agency, the U.S.
Government acquires this commercial computer
software and/or commercial computer software
documentation subject to the terms of this
Agreement as specified in FAR 12.212, Computer
Software.

13. AUTHORIZATION. By by downloading,
installing, accessing, or using the Application,
you indicate that you have the authority to bind
yourself and your organization to the terms of
this Agreement.

Tap Click Here to read the EULA. Tap Agree to accept the EULA.
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VAN APRIVAPAY'

AprivaPay Screen Layout

g 17, 55 M) @ 10:36.am

A APRIVAPAY (@)

. ) .
SUERLREE XK AprivaPay Logo (1)
@ Tap the AprivaPay logo at the top of any screen to
Refund > cancel a current transaction and return to the main
-2 screen.

More Options (@) > Function Links (2)

Tap the transaction you want to use from the two most
common transaction types on the main menu.

More Options (3)

Tap More Options to expand the list to all available
transaction types.

Settings (4)
Tap the Settings button on your Android device

to display the settings and help menu. For more
information on Settings, please see, AprivaPay Settings

a (4) o on PAGE 7.

Settings About

AprivaPay Main Screen
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VAN APRIVAPAY'

Address Verification System (AVS) & Credit Verification Value (CVV) Prompting

If you are not using the Printer / MSR with your Android device, most transactions will require you to
enter your customer’s account number, expiration date, and transaction amount. In addition, you may
be required to select whether or not the customer’s credit card is present at the time of the transaction.

Card Not Present

If the customer’s card is not present during the transaction,
enter the customer’s AVS Zip Code, AVS Address, and Card
Verification Value (CVV) in the CVV box. You may bypass the
CVWVif:

* The CVV is not provided
* The CVV is not legible
* The CVV is not present

0

/A APRIVA

AVS Zip

W, 5 M @ 10:40am

AVS Address

Virtual Signature Prompting

Upon completing a credit transation, you can capture your customer’s signature using the Virtual
Signature Prompt. Have your customer sign for the transaction, and then tap Submit.

tRY

‘mojaq usis asea|d

>

1e3)
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wvzior & @ ([ K

Virtual Signature
Screen
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VAN APRIVAPAY'

Transaction Receipts

Printed Receipts

If you are using a Printer / MSR with your device, you will be prompted to print receipt copies for
each transaction.

3 U Beq 11:0am 3 0 BEE@ 0 11:00Am

Do you want to print receipt? Do you want to print receipt?

Merchant Receipt Prompt Customer Receipt Prompt

E-mail Receipts

You can e-mail a receipt after you complete a transaction. In the E-mail Receipt box, enter the
customer’s e-mail address, and then tap Send. You may Enter multiple e-mail addresses separated by
commas to send multiple receipts.

[P] 8] 3, Bl @ 10:24m

/A APRIVA Menu

Host Response: Hard Coded Success
AVS Response: Zip Match
Type: Sale

Term ID: 0003

Merch ID: 65481854
Stan: 1

Card Type: Visa
Account #: 1111

Auth ID: 3461851401
Amount: $2.50

Total: $2.50

Thank You

Email Receipt

customer@home.com

Note: Separate multiple emails with a comma

Send Receipt

Virtual Receipt Screen
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VAN APRIVAPAY'

Retail Tip

Some transaction types within the AprivaPay application allow you to add a tip to retail transactions
before sending to the processor for approval. Please contact your merchant service provider if you
are interested in using this feature.

mﬂ "Dﬂﬁm12:23m

/A APRIVA

Sale: $ 3,00 Tip Amount
Use the pre-defined percentages, or
Tip: 0.60 tap the tip field to manually enter the

tip amount.
15% || 20% || 25% || 30% | | Clear 44—

e

The sales total will be automatically
adjusted for you once a tip amount is
entered.

Retail Tip Prompt

PAGE 8




PAY

Partial Authorization

AprivaPay will partially approve a transaction if a cardholder does not have enough credit on their
prepaid credit card or gift card to cover the transaction amount. You may then allow the cardholder
to pay the remaining balance owed with another card.

Note: This example is for a transaction amount of $8.27 where the first card being used only has a
balance of $7.00 and a second card must be used for the remaining $1.27.

B0 @, S Ml @ 11:07am o[ )8 '@, 5 Ml @ 11:09m Eefll W, M @ 11:10am B¢l @ R M@ 11:11am
/\ APRIVA /\ APRIVA /\ APRIVA Menu /\ APRIVA Menu
Credit Sale 2 Account Number Exp (mm/yy) AVS Zip

TR IS \ 4801521369483555 12 /12 95322
Refund > I Partial Authorization
Amount cw
More Options > 8.27 525 The approved amount is less than the total
amount.
Card Present?
@ pa @ M= p— “ Select Next to complete the transaction for
the approved amount.
po— “ Select Cancel to cancel this transaction.
Total Amount: $8.27
Approved Amount: $7.00
Outstanding Balance: $1.27
z - B @O @ R @ 11:13am EREO '@, R M@ 11:07am
s X o
2 2 /\ APRIVA = /\ APRIVA
2 v,
g () % CVV Response: Unsupported After the ﬁrSt Card
] z Type: Sale transaction is complete, > [3 Credit sale &
o g o Term ID: 101 d
g 3 <> 2 Merch ID: 86755309 tap menu an process Refund >
g Stan:3 the next transaction for =,
= Card Type: Visa .. 4
gl - Account #: 3555 the remaining balance. More Options >
g Auth ID: 3500734248
2 Amount: $8.27
Total: $8.27
Approved Amt: $7.00
Payment Due: $1.27
[v¢] Thank You For Your Business
v ﬂ Email Receipt
§ E ’customer@home.com
m Note: Separate multiple emails with a comma
©
_‘1
N
>
=
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Credit Transactions

This section of the guide provides instructions for processing the credit transactions available on AprivaPay.
Note: the customer’'s card is defined as present for all transactions demonstrated in this guide.

Sooooin Credit Sale

Use the Credit Sale function to obtain authorization or decline of a credit card sale
transaction.

Tap Credit Sale.

Enter Account Number, Expiration, and Amount, and then tap Next.
Enter your customer’s ZIP code and CVV, and then tap Next.

Enter tip amount (if applicable), and then tap Next.

Have your customer sign the virtual receipt, and then tap Submit.

In the Email Receipt box, enter the customer's e-mail address, and
then tap Send Receipt.

[v]& BRE@1:21em (] F) BB @ 1:22m BEO B 0 B @ 12:22em

ORGIESENE N

8 https://alpha.aprivap... |4 @ https://alpha.aprivap... | |4 /A APRIVA
/A APRIVA Logout /A APRIVA Logout AvSZip
- (85251
Credit Sale > ; ;
Note: To prevent duplicate transactions, do NOT cw
refresh or use the back button on this page.
< 123
REfund > Account Number Expiration (mm/yy)
5 |4444333322221 111 |09 /I 10
More Options >

2.00

Card Present?

uNo wves

Cancel ‘

&0 B EHA@ 223w z o (B H09 A 1:24pu
/\ APRIVA @ > 8 8/4/2010 1:22:49 PM
wn
) g ® # Host Response: Hard Coded Success
1%
5 o Type: Sale
r 5 g_ Term ID: 435
Sale: $ 3,00 -~ IE % Merch ID: 324234234
VA 660 g :3). = Stan: 13
Tlp. . ay Card Type: Visa
3 Account #: 1111
15% 20% 25% 30% Clear e - Auth ID: 3458406169
53
3 Amount: $2.00
- =
Tnta]@« $3'60 E Total: $2.00

Cancel .
Footer Line 1

Footer Line 2

Footer Line 3

Email Receipt

Icustomer@home.com

Note: Separate multiple emails with a comma

Send Receipt

nwgns
nwvzior & ®([HEE R
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VAN APRIVAPAY'

Credit Refund

Use the Credit Refund function to process a credit to a cardholder's account.

Tap Refund.

Enter Account Number, Expiration, and Amount, and then tap Next.
Have your customer sign the vitural receipt, and then tap Submit.

In the Email Receipt box, enter the customer’s e-mail address, and
then tap Send Receipt.

o=

[t]sEl BE A @ 1:24em B0 B EH @ 1:25em
8 https://alpha.aprivap... | |4 @ https://alpha.aprivap... [
/A APRIVA oy /A APRIVA oot
Credit Sale > : ;
Note: To prevent duplicate transactions, do NOT
refresh or use the back button on this page.
Refund v Account Number Expiration (mm/yy)
: 4444333322221 {09 /10
More Options >

Amount

1.00

Card Present?

UNo L.)Yes

é Cancel ‘

= - [p @os EBAE 126
g X 2
2 &
2 3 # 8/4/2010 1:25:19 PM
g oo Host Response: Success
= =
o o Type: Refund
- |5 2 Term ID: 435
2 1> = Merch ID: 324234234
=1 B =
= Stan: 14
E Card Type: Visa
£ s Account #: 1111
=
= Amount: $1.00
E Total: $1.00
Footer Line 1
Footer Line 2
Footer Line 3
Email Receipt
£ g omereh
g E Icus omer@home.com
=
ﬁ Note: Separate multiple emails with a comma
W
o)
3 Send Receipt
2
N
>
=
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e Adjust

Use the Adjust function to change the sale amount of a previously approved credit
transaction.

1. Tap More Options to expand the list of transaction types.
2. Tap Adjust.
3. Tap the Last Four of the transaction to adjust.
4. In the Amount box, enter the new amount, and then tap Adjust Transaction.
5. In the Email Receipt box, enter the customer’s e-mail address, and then tap
Send Receipt.
[¢]s 8 BB @ 1:26em (¢SS BRI 1:27m BOy BRI @ 1:280m
8 https://alpha.aprivap... | |4 8 https://alpha.aprivap... | |4 @ https://alpha.aprivap... | 4
/A APRIVA Lo /A APRIVA Lo /A APRIVA oo
Credit Sale > Credit Sale >
Refund Amount: 1.00
Refund > Refund > Last4: 1111
Sale Amount: 2.00
More Options > 5 Adjust > ke
Adjust Amount: 1.65
Authorization Only > REE NN
Sale Amount: 1.25
Voice Authorization > e
Sale Amount: 3.00
Post Authorization > bt
s Voucher Sale > 1 of 2 Next
f.: Voucher Refund b4
[¢]s] 7, 55 ) @ 10:28am 0, Bl @ 10:28am
/\ APRIVA Menu /\ APRIVA
6900 E Camelback Road
9/13/2010 10:25:27 AM Scottsdale, AZ 85251
Type: Refund
Last Four: 1111 9/13/2010 10:28:17 AM
Card Type: Visa Type: Refund Adjust
Stan: 2 Last Four: 1111
Amount: | 2.50 Card Type: Visa
Stan: 2
Total: $3.00
Amount: $2.50
Gancel Next Total: $2.50
Thank You

» Return to transaction list

Email Receipt

Icustomer@home.com

Note: Separate multiple emails with a comma

Send Receipt
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A PAY

Authorization Only

Use the Authorization Only function to process a credit authorization without storing
the transaction in the batch.

1. Tap More Options to expand the list of transaction types.
2. Tap Auth Only.
3. Enter Account Number, Expiration, and Amount, and then tap Next.
4. Enter AVS Zip, AVS Address and CVV, and then tap Next.
5. Have your customer sign the vitural receipt, and then tap Submit.
6. In the Email Receipt box, enter the customer’s e-mail address, and
then tap Send Receipt.
[¢]&] @, 5l @ 10:21 am [¢]&] @, 5l @ 10:21 am =0 @, Bl @ 10:49am
/\ APRIVA /\ APRIVA /A APRIVA Menu
{3 Credit Sale > {3 Credit Sale > VR Voo Ty
Refund 5 Reng 5 |444433332222‘I111 |09 /{10
More Options > Adjust > 5.00
Card Present?
Authorization Only > @ @'
Voice Authorization > Cancel Next

Post Authorization >
Settlement >
Void >
Clear Batch >

%80 1, 5 M) @ 10:50 am e - b M 8] 1, 5t B 3 10:51 4
=3 @
i 7}
/A APRIVA Wiend 5 & /A APRIVA e
= 5 e ———
; = Host Response: Hard Coded Success
AVS Zip ?’4 g AVS Response: Zip Match
I85251 % §_ g Type: Authorization
= o = Term ID: 0003
2 Merch ID: 65481854
3 .
canca‘ “ E - P i
g’ Card Type: Visa
%’ Account #: 1111
2 Auth ID: 3461853033
Amount: $5.00
Total: $5.00
‘ Thank You
‘ X
w ﬂ Email Receipt
=
f 2]
%. | .] Icustomer@home.com
‘ E\ Note: Separate multiple emails with a comma
?
3
= Send Receipt
N
>
=
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A PAY

Voice Authorization

Use the Voice Authorization function to force a transaction to the open batch. Note: You
will need to obtain Authorization ID from the merchant service provider prior to using
this function.

1. Tap More Options to expand the list of transaction types.
2. Tap Voice Auth.
3. Enter Account Number, Expiration, and Amount, and then tap Next.
4. Enter Auth ID, and then tap Next.
5. Enter AVS Zip, and then tap Next.
6. Enter Tip Amount (if applicable), and then tap Next.
7. Have your customer sign the virtual receipt, and then tap Submit.
8. In the Email Receipt box, enter the customer's e-mail address, and
then tap Send Receipt.
W Dl @ 10:21am @, 5 B @ 10:21am M ]&] W Dl @ 10:56 am ™M P& @, 5 B @ 10:56am

/A APRIVA /A APRIVA /A APRIVA Menu /A APRIVA Menu
Credit Sale v Credit Sale v Account Number Exp (mm/yy) Auth ID
g g 4444333322221111 09 /110 3446457686
Refund > Refund > | £l | |
~X _ A Amount

More Options > Adjust > 6.00 Cancel

Card Present?

Authorization Only > @No (g)Yes
Voice Authorization > Cancel Next

Post Authorization >

Settlement >

Clear Batch >

=0 1, 5 1) @ 10:56 am @0  8vafaismy e - B 30 1, 5t B @ 10:57 4
'(-B' [}
/A APRIVA e /A APRIVA W 5 @ /A APRIVA Wt
‘ 3 v
g ODQ 9/13/2010 10:56:53 AM
. 4 o %
AVS Zip Sale: $ 3'00 R ‘ % % :Iost‘kves_pm/\\se‘;wsuccess
|8525‘I 3 A = ype: Voice Au
Tip: 0.60 = o * Term ID: 0003
2 Merch ID: 65481854
po— Next 16%| |-20% | |- 25% | |-30%| | Ciear 2 R Stan: 4
g’ Card Type: Visa
Total: $3,60 =3 Account #: 1111
2 Auth ID: 3446457686
Cancel “ Amount: $6.00
Total: $6.00
Thank You
w ﬂ Email Receipt
(=
s =)
E 0 lcustomer@home.com
E) Note: Separate multiple emails with a comma
]
:\
N
>
=
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A PAY

@ Post Authorization

Use the Post Authorization function to convert an Authorization Only transaction to a
Post Authorization transaction added to the current batch.

1. Tap More Options to expand the list of transaction types.
2. Tap Post Auth.
3. Tap to select Last Four for the authorized transaction to convert.
4. Tap Post Auth This Transaction.
5. In the Email Receipt box, enter the customer’s e-mail address, and
then tap Send Receipt.
[P] & W Dl @ 10:21am [P] 6] W, Bl @ 10:21am =0 W, B @ 11:00am
/A APRIVA /A APRIVA /A APRIVA
{Z3 Credit Sale > {3 Credit Sale >
Authorize Amount: 5.00
Refund > Refund > K
More Options > Adjust >
Authorization Only >
Voice Authorization >
Post Authorization >
Settlement >
Void >
Clear Batch >
=60 W, Tl @ 11:00am =0 W, BB @ 11:01 am

/A APRIVA Menu /A APRIVA

Host Response: Success
Type: Post Auth

9/13/2010 10:50:34 AM Term ID: 0003
Host Response: Hard Coded Success Merch ID: 65481854
Type: Authorize Stan: 3
Merch ID: 65481854 Card Type: Visa
Stan: 3 Account #: 1111
Card Type: Visa Auth ID: 3461853033
Account #: 1111 Amount: $5.00
Auth ID: 3461853033 Total: $5.00
Amount: $5.00
Total: $5.00 Thank You

Cancel Next » Return to transaction list

Email Receipt

Icustomer@home»com

Note: Separate multiple emails with a comma

Send Receipt
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PAY

Settlement

Use the Settlement function to close an open batch for settlement of funds.

1. Click More Options to expand the list of transaction types.

2. Click Settlement.
3. Click Settle Batch.

[¢]&] @ 5 B @ 10:21am
/A APRIVA
{{,3 Credit Sale >
Refund >
More Options >
6] FM @ 11:23am

/A APRIVA

Batch Total: $11.00

Credit Sales: 3 @ $13.50
Credit Refunds: 1 @ $2.50

» View Batch Transactions

Menu

Cancel Settle Batch

ao 7, M @ 10:21m
/A APRIVA
{3 Credit Sale >
Refund >
Adjust >
Authorization Only >
Voice Authorization >
Post Authorization >
Settlement >
Void >
Clear Batch >
ag M @ 11:23m
/\ APRIVA o

0 Automatic Response

Cancel
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Void

Use the Void function to delete a previously approved credit card transaction within
the current open batch.

W, 5l @ 10:21am

/A APRIVA

{3 Credit Sale

Refund

Adjust

Authorization Only

Voice Authorization

Post Authorization

Settlement

Void

Clear Batch

1
2. Click Void.
3.
4. Click Void.
5.
W Dl @ 10:21am
/A APRIVA
{Z3 Credit Sale
Refund >
More Options >
[T]&]
/\ APRIVA

9/13/2010 11:25:27 AM

Type: Sale

Merch ID: 65481854
Stan: 1

Card Type: Visa
Account #: 1111
Auth ID: 3461855127
Amount: $5.00
Total: $5.00

Cancel

Host Response: Hard Coded Success

LMD 11:26am

Menu

Next

Click More Options to expand the list of transaction types.
Click to select Last Four for the transaction to void.

To void multiple transactions, click Next and repeat step 3 and step 4.

B TH @ 11:26 am
/\ APRIVA e

Sale Amount: 5.00

> Last4: 1111

>

>

>

>

>

>

>

8] TR @ 11:26am
/\ APRIVA Venu

Host Response: Success
Type: Void Sale

Term ID: 0003

Merch ID: 65481854
Stan: 1

Card Type: Visa
Account #: 1111

Auth ID: 3461855127
Original Amount: $5.00
Total: $0.00

Thank You

» Return to transaction list

Email Receipt

Icustomer@home»com

Note: Separate multiple emails with a comma

Send Receipt
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VAN APRIVAPAY'

Clear Batch

Note: This function removes data from permanent memory and can only be performed
by Apriva Customer Care. To clear the batch, please contact Apriva Customer Care at
(866) 277-4828.

APRIVA

SECURITY. CONNECTIVITY. MOBILITY.”
8501 North Scottsdale Road, Suite 110

Scottsdale, AZ 85253-2753
WWw.apriva.com
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